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In the 21* century, "be‘mg online is an integral part of children and young p@oplz’s lives”
(NSPCC). Whilst the online world can be an incredible Ia[ace that is useful to teachmg and
&ammg, at Rohin Hood we recognise the Iaotenti,al threats that social media, apps, games,
wehbsites and software can pose on our whole - school community.

The aims of this poiLcH:

o To reflect the importance of Online So,fety across schoot.

e [omake clear the systems and Iarotedures we have in Ia[ace.

o Toensure all members of our schoot community share msponsLbLLLtH for the to,achmg of
Online Safety.

This PO'LLCH is to reflect the need to-ruise awnreness of the safety issues associated with
electronic communications as a whole. The poiLcH will operate in conjunction with other poﬁcw,s
anludtng those for Computmg, Student Behaviour, Bullymg, Curriculum, Child Protection, Data
Protection and Secu,rtty. The rote of e-safety will be overseen by the Com,autmg lead in
conjunction with the d@s(gnab@d Safeguard'mg leads, but uLtha,tQLH, it is a shared raslo,onsLb,LLLtH
by all staff at Robin Hood Prtm,a,ry Schoot.

. Roles and ReslaonsLbLLLtLes

The governing hoord
The governing board has overall responsLbLLLty for monitoring this IaoiLcH and ho-tdtng the
headteacher to- account forits Lm,a[emntatwn.

The governing hoord will co-ordinate regular mzetmgs with approp,ria,& staﬁ: to- discuss online
safety, and monitor online safety Logs as Iarow;d;ad b,y the dp,stgnated safeguardmg lead (DSL).

The headteacher

The headteacher is mslamstb,ba fo-r' ensuring that sta,ﬁ: understand this po‘ti,cy, and that it is
bztng Lm,alzm;mbad consstentLy throughﬂu,t the schoot.

The Destgn,a,bad Sa;fegua,rdmg Lead (DSL)
The DSL takes lead reslaonsLbLLLty for online safety in schoot, in Iaarthu,Lar:

o Sulapmﬂng the headteacher in ensuring that sta,ff understand this poiLcH and that it is
szng Lm,alzmznted. consi,sfzn,dy th,mugh,out the school

. Woﬁang with the headteacher, Comlautmg Lead and other staff, as necessary, to- address

any online safety issues or incidents

o En,su,ring that any online safety incidents are Logged, and dealt with appmpriate[y in line
with this poitcy.



. Ensurmg that any incidents of cybp,r—buuyi,ng are Logged and dealt with appmprmbety in
line with the school hehaviour po‘[LcH

. LLaLsLng with other agencies and/or external services Lf necessary

e In pa,rtmrshl;la with the Comlautmg lead, Iamvidz regu,La,r ra/o,mts on online safetg in
school to the headteacher and./or governing bhoard.

This list is not intended to he exhaustive.

The Cmnputmg Lead/ Schools [T/ KRCS
The Com,autmg Lead should work with Schools [T and KRCS toensure:

. A,a,ampn;ate fLLbo,rmg and mmLton‘ng sy stems are in IaLace, which are updabad, ona
regula,r basis and /@ep, Io,uptls safe from pm‘mtta[[y hamful and inappropriate content
and contact online while at schoot, anludmg terrorist and extremist material

e That the school's ICT sysbam,s are secure and p,rm‘zcbad ago,Ln,st virwses and malwuore,
and that such safety mechanisms are updabad regu[ariy

o Afull security check and monitoring of the school's ICT systems is conducted on a

mgu[a/' basis.

o Access to potznti,altt:/ d,angerous sites is blocked and, where pcrsstblp_, Io,mvv_nti,ng the
dﬁwnlowimg of pO‘btha,Lty d,angemus fLLu.

e That any online safety incidents are Logged,, rzporbad to-the DSL and dealt with
a,lalaropn‘abaly in line with this poii,cy.
e That any incidents of cybzr—bu[[y ing are dealt with ap,prop,riatety in line with the school
behaviour poitcy .
Additional Section on FLLtertng " Monl;tmmg (in ught of chu,nges to KCSIE 2023)
Information Moni.tmmg and Fi Ll,be,n‘.n,g
Introduction

This section on fLLbering and monLto-rmg outlines the gu,LcLQLans and Io,rotedu,rzs fOT mom;tonn.g
and fLLbering Lnfmnati,on accessed by students, sta,ff, and. visitors within Rohin Hood Prim,ary
school. The IaoiLcy aims toensure a safe and secure Lo,ammg environment while Iaromotmg

reslo,onsLbLe and approprtate use of dLthaL resSources.

Pm@
The purpose of this section within our £ —Safety Poﬂcy is to:

a. Safequard students from accessing harmful or inappropriate content.

b. Protect the schools network and computer systems from security threats.
c. Encournge responsible and ethical use of digital resources.

d. Comply with relevant legal and requlatory requirements.

Responstb,i,utizs




a. School Administration: The school administration is responsLb& for melzmnttng and
anmtmg this Io,oiLcy, Lndudtng selectmg and maLrLtaLrLLrLg appropriate fLLtJeang and monLton’ng
tools, and Iarm/v;dtn,g necessary traLrLLng to staﬁ.

b. Sta,ﬁ“: Staﬁ memhbers muwst promcrte responsLbLe and, safe use qf dLthaL resources, monitor

students online activities dun;n,g school hours, and report any concerns or incidents to the
appropriate authorities.

c. Students: Students must use dLthaL resources responstb[y and foiLow the schools guLd@LLms
for a.cco,latablp, online hehaviour Thp,y should ro,/aoﬁ any Lnalalamprw,te content tlw,y Come across
to their teacher or a trusted adult.

Fi the,rmg and, MonLtoang Tools

a. The school will me[@mn,t appropriate fLLbertng and monitoring touls to restrict access to-
wehsites and content that are deemed inappropriate, harmful, or unrelated toeducational
pUrROSes. For this purpose we use staff w’gt[an,ce / /mP,Qm'/ Applz Classroom and curmnt[y the
school is LO'okLng into- Smoothwall software.

b. The fLLbzn;ng system will be mgu[ar[y updated and conftgured to- block ot filter categories
such as violence, prLLth content, 9amblmg, hate slzwzch, and other potentta[[y harmful

materials.

c. The school will also Lmlo,lp.mnt rn,omtonng tools to- monitor students online activities, which
may include trac/ctng wehsites visited, search queries, and email communications. This
monitoring will he conducted in compLLarLce with appLLcabLQ privacy laws and rzgulattons.

Accelatab,lp. Use and Online Behaviour

a. The school will Io,row'd)z clear guLdp,Lans to- students and staff mgardmg acozptable use of
cLLtha[ resources, LrLcLu,oLLng rules on accessing and shwmg appropriate content, cybp,rbuuy ing,
online privacy, and cop,yrtght Lnfrmgemnt.

b. Students and staﬁ are exp,ected to- use cLLthaL resources in a rzs,aonsLbLe, rzsp,ecgcul, and
ethical manner

c. Online communication, anludmg email and social media wse, should he conducted

prﬁessm&y and respmstb[y, with appropriate La,n,guage and tone.
Re.’pmtmg and Re.spmwe Procedures

a. Staff memhbers should Iarom,at[y report any concemns or incidents related to inappropriate or
hamful content to the destgna,b@,d a,u,thmty within the school, such as the dzngn,a,bzd,
sa,fegua,rdmg lead.

b. Reported incidents will he thmvugh[y anzstLgated,, and appropriate actions will he taken to

address the situation, which may include paren,tal involvement, dLscLIaLLrLa,ry actions, or
involvement of external authorities Lf necessary.

c. Students, staﬁ, and Iaarents should he encouraged tor rralaoﬁ any ,o,otznttal breaches of this
/tw{LcH or incidents thp,y COme across.

Tru,Ln,Lng and Education

a. The school will Iaro'vide regu[ar tan,Lng and education sessions for staﬁ, students, and
parents toraise awnreness ahout sa,fe and msponsLbLe use of dLthaL resources, antud,mg the
po‘tznti,a.[ risks and consequences associated with Lna,a,amprtabz behaviour online.



h. TraLnLng will also cover Ld,enttﬂjmg and rra,aoﬁLrLg online safety Concerns, und;zrstandmg the
LITLP,OTtaILCQ, of privacy and data pm‘&ctton, and Iammot(,ng IO,O’SLtLVQ dLtha,L thLzerLshLIa.

Review- and. Amendments

a. This poich will be reviewed IozrtochaLLy to-ensure its o:]f‘fecttvenzss and, compLLanco, with

lzga[ and regulatmy requirements.

b. Amendments to the poiLcH may be made as necessary, with proper communication and
traLrLLrLg prcrvv;ded to sto,ff, students, and Iaarents.

c. feedhack and suggesttons from stakeholders will he considered cLu,rtng the poiLcH review-

IOJ'O'CQ,SS.

Po-tl;cy Dissemination

a. This poich will be communicated toall staff, students, and Iaa,rtmts, and a copy will be
made available on the schools wehsite.

b. Any updates or changes to the poitcy will he p,romp,tLH communicated to relevant
stakeholders.

C. Ac/cnowiedgmnt of receipt and understand'mg of this poiLcH may he chLqued from staff,
students, and Iaaren,ts.

Comlochmce

a. Failure to*comlaly with this IaoiLcH may result in dLscLIaLLrw.ry action, which may include
restricted access to dLthaL resources, loss of prtvilzges, or other appropriate measures.

b. Breaches of this fwitcy may alsoresult in the involvement of external authorities, as
rzq,u,Ler b,g law-

Conclusion

This Information /V\onLtoang and Fi ltering Policy aims to create a safe and secure online
environment for students, staff, and visitors within UK primary schools. By promoting
rzslaonstb,& and ethical use of cLLthaL resources and Lm,alzm,entmg appropriate ftlben;ng and
monitoring measures, the IaoiLcy ensures that students can access educational content while
protecting them from IaobzntLaLLH harmful or inappropriate material.

(This list is not intended to he exhaustive.)

All staff and volunteers
All sta,ﬁ:, Ln,ctud,Lng contractors and agency staﬁc, and volunteers are resp,onstblz fo7'

/V\amtammg an u,ndzrstandmg of this /witcy

/mplzmntmg this poiLcH consLsten,tLH

AgmULg and adhzrmg to the terms on acceptab[e use of the school's ICT systems and
the internet and ensuring that Iauptls fotlow the school's terms on acozpto,blz wse.

Wor/ci,ng with the DSL to-ensure that any online safety incidents are Logged (see
appmcux 5) and dealt with appmprta&[y in line with this poil;cy



. Ensurmg that any incidents qf cybzr—buuy ing are dealt with alalarvprta,tety in line with
the school hehaviour po'thH

This list is not intended to he exhaustive.

Parents

Parents are exlo,ecbzd to rthfH a memhber of staﬁ or the headteacher of any COMCerns or queries
mgardtng this poiLcH.

Visitors and memhbers of the commun,Lty

Visitors and memhers of the commun,tty who use the schools ICT system,s or internet will be
made awure of this poiLcy, when relevant, and ex,cuacbzd to- read and foi[ow it. /f appropriate,
th;ay will he ex,o;acbzd, to agree to- the terms on acceptab[e use.

2. To,o,chmg and Leam'mg

Key messages around internet sa,fo,ty will be cleariy dtsptayed around schoot, Iaarthu,LafiH in
the DLtha,L Zone and in classrooms. At the start of every school year, children in all classes
must sign the Class Contract to- show- that t/vzy understand the school's stance. E very year, we
will participate in ﬂ\/a,ttonal Online Safety Week” with all classes engaging in activities and
essential lp,a,mmg. Where po*sstb[e, parents will be invited into schoot tor support this.

In line with the current National Curriculum and ob:/ectcves within our Root and Branch
document:

PU,P,LLS in KQH Stage I will be ta,ught to -
o Use techrwiogy safely and resp,ecgcuuy, /c%,atng Iozr‘sona[ information private

. /dp,nthH where to qo for h;a[lo, and support when t/uay have concerns about content or contact
on the internet or other online techrw'[oylzs

UsLng Google’s scheme “Be Internet Legen,ds", pupils in KQH Stage 2 will he taught to-
o Use &chrw‘iogy safe[H, rzsp,ecgcuuy and rzs,aonsLblH
. Reco:gruse accelatabLe and unacceptab& behaviour

. /dp,ntgfy a range qf ways tor repofc concens abhout content and contact

Why Internet use is ergao-rto,nt




The Internet is an essential part of our lives in the 21 century foreducation, business
and social interaction. As a school, we have a d,u,ty to*,amw;de children with h.Lgh-
guaLLtH Internet access as part of their &am‘mg experience across the curriculum. Internet
use is a part of the statutory curriculum and a vital toot for both staff and pupds on a
do,LLH basis.

PupLLs use the Internet WT,d,QLH outside school and will need to be taught how to the
internet can he used (Year!), how to- use it safely (Year 3) and how evuluate the
reliability of various Infernet sources (Year ) in order to take care of their own safety
and security.

Internet use will enhance I,o,a,mmg

At Rotin Hood, we feel passionate ahout the use of bechrwio:qy to-enhance teachmg and
Leammg, m,a,/ang excellent use of our DLthaL Zone, 1:1 iPads and classroom-bhased
[aptops. Children will have rzgu[ar access to the Internet and therefore our Internet is
dzstgnzd for pulatl wse, with f‘LLbaring made appropriate

777,rou9h, our u,pda,bad curriculum, children will be ta,ugh,t the difference hetween
acceptable and unacceptable use where the Infernet is concerned (Year 3) and will be

given clear ofy‘ecttves for Internet use.

Internet access will he p[annzd carefudy to-enrich and extend lzam'mg activities. Staﬁ:
should 9uLdp, Iau/aLLs in online activities that will sulafwrt the Izo,m‘mg outcomes Iolcmrw,d,

for the pupt[s' age and maturity. PupLLs will be educated in the effective use of the

Internet in research, an[udmg the skills of /cnowizdge location, retrieval and evaluation.
Pu,lo,LLS will be ta,ught how- to-evaluate Internet content. Pulads should be ta,ught to he
crtthaLLH awure of the materials t/w,y read and shown how to- validate information
before accepting its accuracy. PupLLs will be ta,ught to- ac/crwwizdge the source of
information used and to respect copyn;ght when using Internet material in their own
work.

Staff can use the rovt and branch document (2020) to-use age-appropriate Digital
LLteracy oiy’ectLves when dp,LLvermg lessons that make use of the Internet.

. /\/\o,n,o,gemp,nt of internet and devices.

Schools IT Iarcrvtdz h,Lgh, levels of web fLLb@n;ng to-ensure on[y appropriate content is
viewed. Staff can access a local deny list if inappropriate wehsites are reported.
Schoot T systems capacity and security are reviewed regu[arty. Rotin Hood, will work
with Schools [T to-ensure that systems are reviewed and Lmlo,rvvzd to- better protect our
children (e. g annual health check)

Virus protection will be updated reqularty.

Securtty strategies will be discussed with NG computers (in house technicians).

iPads across school are ma,na,ged b’H KRCS and apps are dzlaloyed using the m,a,rw,ged,
service, with permission from the Computmg Lead. Ap,as must only he deployed if they
are heneficial tor teachtng and/or lp,ammg.

iPads may be used to ALrDmp documents or ph,o‘tagra,,ahs between children and teachers
but this must, at all times, be for &ach,'mg and I,Q,a,ang purposes onLH.

If staff or pupils discover an unsuitable site, it must be reported to- the Computmg Lead
to- deal with a.cconitng[y.



Senior staff will ensure that mgular checks are made to-ensure that the fLLbermg method.s
selected are appropriate, effective and reasonahle.

Any material that the school believes is Lllzgal must be rep(m‘zd, to- appropriate agencies
such as WF or CEOP.

Emrymg technoioglzs will be examined for educational benefit and a risk assessment
will be carried out before use in schoot is allowed.

Motile p/wms will not be used d,un;ng lessons or formal schoot time lay either children
or staff. The sen,d,i,ng of abusive or inappropriate fext messages is forbidden and
children should be enccmraged to” report this toa parent ora member of staff so that it
can be dealt with in-line with school IaoiLcH.

Staff will be issued with a school pho*rw, and clw,rger for use on schoot trips and
residential trips. This must be returned tothe school office upon return.

. Personal data

As a school, we must follow- current GDPR guLdzLLn,es.

Parents will com,alzbz forms when their child joins Rotin Hood, giving permission to
share data.

Any data breaches must be recorded to- our DPO medtabal«:/.

Personal data will be recorded, processed, transferred and made availahble accordtng to
the Data Protection Act 1998.

. School Wehsite and Social Media

The contact details on the wehsite should be the school address, e-mail and telephone
number.

Staff or pulads’ Iozrsonal information will not be Iau,b,[Ls/wd,.

Staff have a shared expectation for editing and updating of class pages on the wehsite
and therefore have a mslam,sLb,LLLtH for ensuring the content ulo,Lav.dzd s accurate,
appropriate and in-line with the GDPR ngU,La,tLons.

watographs that include pupils will he selected carefully and only used if parents have
given the relevant permission for the publication of photograp,hs.

Pu,lo,LLS’ names will not be used in association with Iahﬂtograp.hs.

The school admission form contains a section for Itmren,ts/ carers to- sign to-give
permission for Iahotogra,ahs of pupils tobe published on the school wehsite, on social
media and for further Iolajfmms (e. g. newspapers, Nottmgham, Music Huh).

Access within school to social nztwvﬁc'mg sites is bLockzd[letzred b.y Schoots [T.
Nev\rsgroups will be hlocked unless a spzcgch use is appro‘ved.

Pupils will be taught never to give out personal details of any kind which may identify
them or their location.

Pu,laLLs and parents will be reminded that the use of social network spaces outside school
is inappropriate for primary aged pupds. This message will be made clear should any

LsSues Concerming children arise outside of schools.



Assessing risks
J

The school will take all reasonable precautions to-ensure that wsers access only appropriate
material. However, due tothe international scale and linked nature of Internet content, it is not
po*ssLb,lz to- quaraniee that unsuitable material will never appear on a school computer. Neither
the school nor Notthgham CLtH LA can accept LLabLLLtH for the material accessed, or any
consequences of Internet access. To-ensure unsuitable is not viewed the school will me[@mnt

the foﬂawmg mea.sures;

The school will audit ICT provision to-establish if the e—safety IaoiLcH is G,d.Q,CLLLCLtQ and
that its melzmntat'wn is effective;

The use of computer sy stems without permission or for inappropriate purposes could
lead to dLscL/aLLrLa.ry action;

Methods tor Lden,ttfy, assess and minimise risks will be reviewed mgu[ady.

. Email

Email is essential for staff to- communicate with each other. Staff are given an email
address upon joining Rotin Hood and pass words for these must he /oa,at private at all
times.

Staff must behave Iarqfesswnal and alalaroprw,tdy at all times when using email. Any
emails deemed to he inappropriate must be rzporto,d to- the head teacher.

Schoots IT will alert all staff if there are any concerns around spam emails and will
inform staff with the appropriate measures needed if t/uay have become a victim of
spam or other technical issues.

F oilowmg our Remote Learnmg and Communications plan in 2020, parents have access
to- staff email addresses. This communication must remain professional at all times. An,y
Concerns rzga,rdtng the content or misuse of this email system must be Iaa,ssed, onto the
headteacher medLabaLy .

The fmward‘mg of chain letters is not permitted.

. Communication

Communication is deemed to he very Lm7ao7ta.n,t between all memhers of our whole - school
community at Rohin Hood, therefore is it imperative that we are clear on the foﬂowmg messages
to-ensure our IaoiLcy is me&mnted and foiLowrad offecttvely.

Complaints

Comla[a,mts of Internet misuse will be dealt with b’H a senior member of staff.

Any comla[a,mt ahout staff misuse must be referred to the headteacher

CompLaLnts of a child protection nature must be dealt with in accordance with school
child protection prvcedu,res.



Parents and IaupLLs will need to- work in Iaa,rtmrshtla with sta,ﬁ to resolve issues. All
matters will bhe dealt with Iarmnpdy and sensLtLveLy

Parental invoivement

All parents will have access to-our £ -Safety Io.oiLcH via the school wehsite and can
request a Iarmbo,d copy at the office.

Parents will be mgularig updo.bad, with online safety -related messages in our dedicated
bzrm[y newsletter, Iaroduced b,y the Computmg Lead. This will be sent out toall parents
via Po,ren,tPay and also u,laLoad,ed, to- the school wehsite and Twitter page.

As mentioned, parents have access to staff emails addresses and will he reminded how-
to- hehave when contacting a child’s class teacher. This is made clear on the schooi's
communication pLarL.

Where parents are contacted via Marvellous Me, staff will use this app forits infended
pUrpose only. Any concerns around misuse must he repo*rted to- the headteacher to- deal
with in line with this Io,oitcy.

Showhie

Children who access 1:1 iPad provision have an account on Showhie. These accounts
must be used for baa,chmg and Lo.o,mi,ng pUrROSeS on[y and children should be ta,ught
how- to- access and u,a[oad work safely.

In the event of Remote Leaang, staff are pzrmttted to- communicate with pu,atls via
Showtie, using the whole-class discussion page or thrtmgh commenting on children’s
work. Written or voice recorded comments are p,o,rmi,tto,d,.

) taff traLrLLrLg

Where appropriate, staff will be made aware of any upxia,tes either from the Cmnputi,ng
Lead or SafeguardLng lead.

The Computmg lead will feedback to- staff with any important messages that arise in
training he/she attends, which could bhenefit the wider-school community.

Regu[ar training and updates may be given thraugh staff meetings led by the Com,autmg
Lead. Some sessions may be offered throughout the year from external providers or
other local schools.

Staff will require thh—q/uaLLty training where new devices or software is Iau,rchased so
that this can he used effectively, modelling appropriate use to children, parents and
other staff members.

As part of our shared resloxmsLb,LLLtH around online safety, all staff have a d,u,tH to- stay
up tor date or at least have some awareness of online safety messages which may reach
the news or sotial media Ia[a\tfo-rms, parthuLariy where these may affect our children

(e. g what is trQrLcLLn,g online).

. Lo,g islation and guLdance for schoots



It is vitaLLH important that schoot staff stay up to- date with current thm/cmg and &gLsLatLon
around safeguardmg children, where online safety is involved. These documents and wehsites
will Iarovidp, further guLdance for the whole-schoot community. Much of this IaoiLcH is based on
the Department for Education’s (DfE) statutory quidance.

. Keepmg Children Safe in Education

. Cyber-bully ing: Advice for headteachers and schoot staff
. Tea,chtng Online Safety in Schoots

e NSPCC: Q-Safety for schools

e National Online Sofety

o Gotta Be Safe Online section of the school wehbsite.

10. Links to other IaoiLcLes

This Q—Safety Io,oitcy is linked to- our:

e Child protection and Safegua,rdtng poiLcH.
o Behaviour poticy.

o Staff disciplinary poticy.

e Data protection poiLcH and privacy notices.
. Comlalamts promd,ure.

o Acceptable Use poticy.

. Comlautmg curmriculum.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/912593/Keeping_children_safe_in_education_part_1_Sep_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
https://learning.nspcc.org.uk/research-resources/schools/e-safety-for-schools
https://nationalonlinesafety.com/
https://www.robinhoodprimary.co.uk/gotta-be-safe-online/

